From: CES District 3 Employees [mailto:CES-DISTRICT3-ALLEMP-L@LSV.UKY.EDU] On Behalf Of Hayes, Richard A
Sent: Wednesday, November 03, 2010 5:13 PM
To: CES-DISTRICT3-ALLEMP-L@LSV.UKY.EDU
Subject: Social Security Number removal update

After speaking with Jeff and the other DEITCS, we have a quick update about the social security numbers stored on your machines. We do need to start working towards removing social security numbers on extension machines, however they are still needed and used in a few programs. Currently PATIM, Martech, some fair programs, and some financial programs such as Quicken store and use social security numbers. At the moment, these programs need this information so please hold off on deleting anything at this time.

I spoke with Jordan Adler about Martech and he told me that we still need the data that is stored on your machines, including the SSNs. Until we move to a new system, we’ll need to keep that information on your computers or the server. Once the new system is up and going, we should be able to delete the Martech data from your machines so that we don’t have to worry about SSNs there.

PATIM used to use SSN as the primary identifier for each person. The update that  we ran earlier this year renamed the SSN field and wants you to use driver’s license number instead. Any people in your PATIM database that haven’t been updated with a driver’s license number will still have their social in that field, even though the label is no longer SSN. Please make sure that any renewals or new members are being entered with their driver’s license number instead of the SSN. Since the renewals are done every 3 years or so, the stored socials should be phased out over the next few years and then we won’t have to worry about them anymore.

If you are selling/donating any old machines, then please let me know and I can run some software on it to wipe off the data. I use a program that does a department of defense-grade format and guarantees that there isn’t any personal data left on the machine such as SSNs. If the machine needs to be restored to working order in order to sell it, Windows can be reloaded on the machine after it is wiped clean.

If you have any questions about any of this, just let me know. If there’s anything else that needs to be done to remove this sort of information, we’ll send out a message to let everyone know. Thanks! 

------
Rick Hayes
IT Contact for District 3
College of Agriculture, University of Kentucky
252 C.E. Barnhart Bldg Lexington, KY 40546-0276
Office: (859) 257-3335 x553
Cell: (859) 951-8764
Fax: (859) 323-1051
Email: rick.hayes@uky.edu
